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SecureAssess Local - Install Guide Release 9.0

Disclaimer

Whilst every effort has been made to ensure that the information and content within this user
manual is accurate, up-to-date and reliable, the information provided is on an “as is” basis. BTL shall
have neither liability nor responsibility to any person or entity with respect to any loss or damages
arising from the information contained in this manual or from the use of the software accompanying

it.

Please note that screenshots may differ slightly in graphical style from those in your system. This is
because graphics have been customised for the client by BTL. The layout and functionality of the

screens in this manual will be consistent with your system.
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This guide will give you the information you need to install SecureAssess Local at your centre.
This guide contains all the core information about installing, configuring and testing the
SecureAssess Local system.

You should familiarise yourself with the information in this guide before installing SecureAssess
Local.

If there is anything that you need to know that isn’t covered here, or you require any extra
support, you should contact BTL's Service Desk.

Email: support@btl.com

Telephone: 01274 203 270
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Make sure that you have installed and configured the following before beginning the
SecureAssess Local Installation.

1. Install Microsoft Internet Information Services (11S) 6.0.
You will also have to configure Active Server Pages and ASP.NET as ‘Allowed".

Information on these procedures can be found in Appendix 2 and Appendix 5 respectively.

2. Install Microsoft .NET Framework.
Information on this procedure is located in Appendix 3.

3. If you don’t have an existing SQL database, install Microsoft SQL Server 2005 Express.
If you are using an existing SQL server, ensure that mixed mode authentication is switched

on.

Information on this is located in Appendix 4.

4. Proxies and/or firewalls may need to be configured to allow access to the SecureAssess
Central server.
Configure the proxy to not require authentication for communications to

https://[organisation].secureassess.co.uk. This URL should also be added to the safe list of
any firewalls.

Proxies should also be configured to allow ASMX, ASPX and ZIP file types.
Firewalls should allow access to the SecureAssess central server on port 443
You may have to contact your managed service provider to do this

5. Check that the Default Web Site is operational
If the default Web Site is disabled or not available you should create a new Web Site in IIS.

Information on this is located in Appendix 6.

6. Check that port 80 is available
If port 80 is in use by another website then you should configure SecureAssess Local to

use a custom port number.

Information on this is located in Appendix 7.

Notes on the installation
This installation will create a virtual directory named 'secureassesslocal’ within the Default Web

Site of the server. The base URL for the site will be: http://[servername]/secureassesslocal/

Where [servername] is the Windows hostname or fully-qualified domain name of the server.
Connection is on TCP port 80 by default. The installer will create a SQL database called
'SecureAssesslLocal' on the SQL server and will create a database user called 'secureassess'. The
installer will create a service called 'SecureAssess Local Helper Service' on the host server.
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Notes on the System Requirements
BTL recommends the use of a dedicated server. If this is not possible, all steps must be taken to
ensure that maximum resources are available whilst exams are in progress.

Other running services or applications may adversely affect the performance of SecureAssess
Local. This application should not be installed on a Domain Controller and the use of virtual
machines should be avoided. To aid a smooth test delivery session, when running exams it is
important to ensure that, wherever possible, network activity is kept to a minimum.

The installation process must be carried out by the SecureAssess Technical Contact for the
centre; you will need to have login access/permissions as a Server Administrator, both for the
SecureAssess system and for the server you will be installing SecureAssess Local onto.

Log into SecureAssess online (https://[organisation].secureassess.co.uk) and click on the “Offline
Administrator” menu button.

If you do not have access to this, then you will need to contact BTL's Service Desk to ensure you
are given the correct permission.

On the Offline Administrator tab you will see your centre name and the installation key. Make a
note of your installation key.

SecureAssess® You are logged in as: @ CMCentreAdmin ([[EgeLLg | Fouerad by [
Dffline Ad
Centre Name nstallation Key Software Version | Last Authentication Time

CM Centre 5-GG1428GTS o 20/11/1899

[Download Offline Installer for Windows Server 2003 J

[Download Offline Installer for Windows Server 2008]

The ‘Download Offline Installer’ button on this screen allows you to download the software
needed to install SecureAssess Local on your server (the SecureAssess Local installer for either
Windows Server 2003 or Windows Server 2008).

[ Download Offline Installer for Windows Server 2003 ]

[ Download Offline Installer for Windows Server ZDDBJ
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Click the button of whichever version of SecureAssess Local you wish to install. Clicking either of
these buttons will display a dialogue box so you can save that installer file.

- N ——

You have chosen to open

(Screenshot, right, was taken using 8 bocal ctalcr
Windows Vista and Mozilla Firefox.) which s 2 Windows Insteller Package

from: http://aqa-training.secureassess.co.uk

Would you like to save this file?

Create a folder called “SecureAssess Local” on the machine you will be installing SecureAssess
Local on. Using this new folder, save the installer file (it's an MSI file) to your hard drive.

Note: If you get an error when trying to use the ‘Save’ function, then choose to ‘Run’ the file
instead.

When you’ve downloaded the appropriate MSI file, locate it and run it.
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Step by Step Guide to Installing SecureAssess Local

Double-click the SecureAssess Local Installer to
start the Installation Wizard.

ii@'
¥ ‘_‘

local_installer

Confirm that you have all the minimum requirements in place and click Next.

{i# Secure Setup o ] e |

Welcome to the Secure
@ Installation Wizard

It is strongly recommended that vou exit allWindows programs
before running this setup program.

Click Cancel to quit the setup program, then close any
programs you have running. Click Mext to continue the install...

You will need ; An installstion code, your login details,
administration rights for this computer, connection details for
your SGL database and your preferred URL connection details
for installing the exam system on this computer,

WARMIMNG: If in any doubt, please contact technical support for
advice on installstion of this product.

= Back Cancel

This allows you to choose the location where the software will be installed. Once you're satisfied
with the location, click Next.

{i# Secure Setup o ] [

Destination Folder
Select a folder where the application will be installed. K\i‘)

The Wise Installation Wizard will install the files for Secure in the following folder.

To install into a different folder, click the Brovese button, and select another folder.

Yol can choose not to install Secure by clicking Cancel to exit the Wise Installation

Wizard.
Destination Folder
[C:Isurpass_surpass_standardl Broweze |

wise Installation Yizard (R

= Back Cancel
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A screen will give you more information about the nature of the following steps.

i1

L 3

Web Resources Configuration

This dialog marks the beginning of 3 series of dialogs that let you specify hove Wekb
sites and virtual directories will be installed to a Microsoft Internet Information
Server (1I15). VWhich dislogs appear and which options are available depend on
wehich edition of 1S is present.

The options are identical to those within the Internet Services Manager. For helpoon
options, see the documertation on 15, or see your Web Server administrator.

Wize Installation Wizard

= Back

Cancel |

Click “Next”.

You will now be able to choose from 3 possible installation options.

ii-.‘!rl' Secure Setup 10l =l
Choose SecureAssesslocal SURPASS _STAHDARD Web Site Location L3

Specify the location for the Securefszesslocal SURPASS_STAMDARD
Wiieh site.

" Existing Weh Site

{ Wirtual Directory

Wize Installation Vizard

= Back | Mext = I Cancel |

Select where you want to install SecureAssess Local and then click “Next”.
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If you are creating a new IIS web site for SecureAssess Local then the following screen will be displayed.
Enter a description for the website if you require a different one from the default.

Enter the port number to be used and tick the “Read” and “Write” permissions boxes.

{i& Secure Setup N o] B |

=

Securedssesslocal SURPASS_STAHDARD Web Site Information
Define a new Microsoft IS5 Web site. w

Web Site Settings

TCP Port |an
Host Headsr: | SSL Part |c|

IF Address | j

De=cription SR S_STANDARD

Phyzical Directory
’7C:isurpass_surpa3s_s:tandard'ISecureAssessLocalWebDiredow' Browse |

Home Directory Permissions

[ Read [~ Log Wists [~ Script Source Access
[~ wirite [ Index this resource [~ Ditectary Browwsing

Wise Installation Wizard

= Back | Mext = I Cancel

Click “Next” to proceed.

Now select an existing website where the new virtual directory will be created.

i‘é‘- Secure Setup = 0] =l

T

-

Select Web Site for SecurefAssessl ocal SURPASS_STAHDARD

Specify an existing Web site where the virual directory for Weh site
Securefzsesslocal SURPASS_STANDARD is to be located.

Exizting Microzoft IS Yeb sites:

Securedssess Local

Wize Installation Wizard@

= Back I Mext = I Cancel

Click “Next” to proceed. Go to Step 5.
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If you are installing to an existing website, select the website where you want to create the new directory.

i'-‘%l‘ Secure Setup

Select Web Site for SecureAssesslocal SURPASS_STAHDARD

=101

Specify an existing Web site whete the virdual directory for Web site
Securedszesslocal SURPASS _STANMDARD is to be located.

Existing Microzoft IS Web sites:

SECLIFe = Local
Securefzzesslocal _Chi

Wize Inztallation Wizarde

= Back | Mext = I

Cancel

Click “Next” to proceed. Go to Step 5.

BISurpass’
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Select which website you wish to create the new virtual directory.

RI=EY

Select Web Site for Securefissesslocal SURPASS_STAHDARD L3 .

-

Specify an existing Web site where the virtual directory for YWekb site
Securebdszesslocal SURPASS_STAMDARD is to be located.

Existing Microzoft IS Web sites:

Securedssess Local
Securedssesslocal_Chil

Wise Installation YWizard

= Back | Mext = I Cancel |

Enter a name for the new virtual directory and select the Parent Directory of the new virtual folder from the

dropdown menu.

e

Hew Virtual Directory .3

=

“irtual Directory Mame:

ISecureAssessLocal_ElTL

“irtual Directory Parent:

ISecureAssessLocal j

Physical Directory
’7C:isurpass_surpass_standardlSecureAssessLocalWebDir...1 Browse |

Wize Installation Wizard

= Back | Mext = I Cancel

Click “Next” to proceed. Go to Step 5.
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Specify the database server’'s Computer Name. If you are using SQLExpress installed on the same machine

then typically the SQL server’'s Name will be:

machine_name\SQLEXxpress.

If the SQL Server is on the same machine then select ‘Windows NT Authentication’. If the SQL Server is on
a different machine and you are logged in as a Domain Administrator, or logged in with an account that has
SYSADMIN rights on the SQL Server, then select ‘Windows NT Authentication’.

It is essential that you ensure your SQL server has Mixed Mode Authentication switched on. Refer to

Appendix 4 for more information on this.

If selecting SQL Authentication, provide the relevant SQL User Name and SQL password.

{& Secure Setup o ] 4
S0L Server Connection L3
Select the SGL server and security credentisls to be uzed for SGL script l\i‘/* The Browse button can be used to
execution during installstion.

display a dialggue box where you can

S0L Server Hame:

WMBTL11MSGELEKPRESS Browse |

locate a datallase instance.

Database Authentication:

& yindows MT Suthertication;
{861 Authertication

SEL Lizer Mame: I

SOL Password: |

Wize Installation Yizard (R

= Back | Mext = I Cancel

i Secure Assess Local Setup 1ozl

SOL Server Hame: Im LI

Wize Installation Wizard (R

Once you've selected the server you want to install SecureAssess Local on, click Next. This will test the

database connection before proceeding.
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A progress bar will appear whilst the software is installed.

{i Secure Assess Local Setup =] B2
Updating System
The features you selected are currently being installed. l\_i,/‘

Creating Yirtual Directory

Securebszesslocal

Time remaining: 0 seconds

wize Installation Wizard (R)

Once the software has been installed you can click Finish.

i'é" Secure Assess Local Setup HE =

- Secure Assess Local has been
‘(\E./ successfully installed.

Click the Finizh button to exit this installation.

= Back

Cancel |
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The Configuration Wizard/Error 997

If the configuration Wizard doesn’t display properly once you’ve installed SecureAssess Local, and
you are shown an ‘Error 997’ message instead, then you'll need to check that ASP.NET and Active
Server Pages are enabled (‘Allowed) in IIS.

Follow the guidance given in Appendix 5 to enable Active Server Pages and configure the
SecureAssess Local server to use ASP.NET v2.

Note: If this doesn’t rectify the problem, or if these two items are already ‘Allowed’, then contact
BTL's Service Desk.
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Once the software has been installed, launch Internet Explorer and navigate to your local
SecureAssess site.

The default address for this will be of the form:
http://[servername]/secureassess.html

If you amended the default installation details, please look for this page at the equivalent
location.

Note: You can access the same interface from any computer, with a web browser, on your
network, provided that Flash Player 9 or 10 is installed on that machine.

This will display the first page of a configuration wizard. You may have to wait a short while for
the Configuration Wizard to be displayed, please be patient. Once the Configuration Wizard
welcome screen is displayed, click ‘Start’ to begin the configuration process.

Note: If the Configuration Wizard doesn’t display, and you are shown ‘Error 997’ instead, please
consult the information on the previous page regarding Error 997.

Configuration Wizard - Welcome
Welcome to the Configuration Wizard

Having installed the software, you are nearly ready to use it for the first
time.

All that remains is to enter any special connection settings {if needed)
and to confirm who you are, by entering an Installation Key and confirming
your details.

By now, you should have received your Installation Key and instructions.
If this is not the case, or you require assistance, the technical support

team details are available using the button below.

To continue, click [Start].

[Technical Support Detailsl

Clicking the Technical Support Details button at any stage of the Configuration Wizard will show
you the BTL Service Desk contact details for assistance with the installation. If the awarding body
are offering first line support then their technical team’s details may be displayed instead.

Click Start to proceed with the Configuration Wizard.
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If proxy setup is required, then enter the details here and click Next.

You'll have to click the tick box to make the proxy fields become active so you can enter the

details.

Configuration Wizard - Proxy Server

If you use a proxy server to connect to the internet, you can enter the
details here and a test will be done before continuing.
If you dont use a proxy server, click [Next].

[] Use a proxy server | ‘

(Bask] (ex)

[Technical Support Details]

If you need to add ‘Use
Authentication’ information
here then please bear in mind
that, if you're using multiple
domains, you'll need to include
Domain information as well as
the User name.

This means the information in
the information you enter in
the ‘User’ field will take the
form:

DomainName/UserName

SecureAssess Local will connect through the proxy server to SecureAssess Central at the address:
https://[organisation].secureassess.co.uk, using HTTPS and port 443.

Enter the installation key (as noted at the start of this chapter) and click Next.

Configuration Wizard - Enter Install Key

Please enter your install Key & click 'Next' to continue

Tip: Your install key starts with the letters 'INS'

Install Key: #|INS-CAR427XGX]

[Technical Support Details

BISurpass’
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Step 4

The next screen will confirm the details for your centre.

Configuration Wizard - Confirmation

Name BTL test centre

Address Line 1 BTL - Saltswharf

Address Line 2

Town Shipley

Postcode

Centre Code

[Technical Support Details]

If the installation key for your centre has been previously used (for example if you need to move
the SecureAssess Local software to a new server) then you will be warned about this. Only a

single instance of SecureAssess Local can be current per install key.

Configuration Wizard - Confirmation

Namea BTL test centre

Address Line 1 BTL - Saltswharf

Address Line 2

Town Shapley

Postcode

Centre Code

this install will de-activate any other copies you have running
elsewhere.

may be lost.

[Request Reinstall l

[Iech nical Support Detailsl Back

Warning! This centre has been previously activated. Continuing with

Flease ensure that previous installs are no longer required as results

In order to confirm this action you must click Request Reinstall. This will then make the Activate
button available. Alternatively, you can try refreshing the web page - this will sometimes fix this

problem.

Click on the ‘Activate’ button to confirm and activate the SecureAssess Local system.

BISurpass’
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At this point, the SecureAssess Local Login screen will
appear and you will be able to log in using the same ~
username and password as you use to log into SecureAssess”
SecureAssess Central.

Please Log In

Note: If, after clicking Activate, the Login page doesn’t User Name: |chrismo |
appear, click on Activate again. A message may be Password: [=***sessss |
displayed, informing you that SecureAssess Local appears

to have been configured already. Close this message and
refresh the browser window, the Login page will now
appear.

—
Powsred by [s]4] @ BTL Group Ltd, 2001 - 2009, All Rights Reserved

Server: Secursfssesslocal/
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Using SecureAssess Local

The screens that are available within SecureAssess Local are:

e Home Screen
e Invigilation
e Local Administrator

Depending on the Role assigned to you, you may not have access to the Invigilation or the Local
Administrator screens. For details on Invigilation you should refer to the main SecureAssess
Centre User Guide Document.

Offline Administrator
The Offline Administrator tab in SecureAssess Local offers six different tabs within it:

l Proxy Details l Installation Log ] Configuration I System Information l Data Report ] Error Log l

Proxy Details
Installation Log
Configuration
System Information
Data Report

Error Log

Proxy Details

SecureAssess® Local You are logged in as: | & btltestuser | Pawered by
Home Invigilate Offline Administrator

[ Proxy Details ] Installation Log ] Configuration ] System Information ] Data Report ] Error Log l

I:‘ Use a proxy server

The Proxy Details tab is initially selected when you open the Offline Administrator screen; using
this tab you can view information on the proxy that SecureAssess Local has been configured to
use.
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If no proxy was chosen during the configuration process then the ‘Use a proxy server’ option
won't be ticked, and the rest of the information will be greyed out.

If you need to enter the details of a proxy server then you can do so here. When you ‘tick’ the ‘Use
a proxy server’ option, the rest of the fields will become active so you can insert the relevant
information.

Remember, if you're using multiple domains, then you’ll need to complete the ‘User’ field using
the convention of DomanName/UserName.

The same is true for the ‘Use Authentication’ options; the tickbox must be ‘ticked’ so you can
enter information in the fields when they become active.

To confirm any changes you've made on this screen, click the ‘Submit Changes’ button.

[ Submit Changes]

Your centre may not make use of a proxy. If this is the case then you don’t need to put any
information in any of these fields.

Warning: you should only change these settings if you are certain and sure of what the
implications are. Remember that any changes you make will affect all users of SecureAssess Local
at your centre, not just you.

Installation Log

SecureAssess® Local You are logged in as: | @ btltestuser m Fowerad by

(|
Home Invigilate Offline Administrator

Proxy Details | Installation Log l Configuration l System Information I Data Report I Error Log ]

Version | Type | Time | Date | Text

The Installation Log tab provides a table of information showing the types, times and dates of
patches to the SecureAssess Local system. These patches are automatically ‘pushed out’ to your
installation and applied without any need for action from you.

This table serves as information and reference only. There is nothing that you can interact with
for this tab.
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Configuration

SecureAssess® Local You are logged in as: | & btltestuser | Pouered by [
Home Invigilate Offline Administrator

[ Proxy Details ] Installation Log ] Configuration ] System Information [ Data Report [ Error Log ]

Offline Sync Period in Minutes: |15

Update After Hour: | 1

Update Before Hour: |E

Refresh Time in seconds: |3l3 |

The Configuration tab is where you control how SecureAssess Local behaves and how it interacts
with SecureAssess Central. You can click into each field and amend any information as you please.

Offline Sync Period in How often the SecureAssess Local system will download newly
Minutes scheduled exams from SecureAssess Central, and also upload the results

of any completed exams.

Update After Hour The time of day after which SecureAssess Local can check for, download

and apply system updates, such as patches.

Update Before Hour The time of day before which SecureAssess Local can check for,

download and apply system updates, such as patches.

RETEHINI CERLEIGLEEM How often the Invigilate screen will check for updated information on

exams that have been downloaded or are in progress.

When you are satisfied with changes you have made, click ‘'Submit Changes’ button to confirm
them.

[Suhmit Changﬁ]
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Synchronise Centre
The Configuration tab also offers a ‘Synchronise Centre’ button.

[ Synchronise Centre ]

Use this button to force SecureAssess Local to synchronise with SecureAssess Central (check for
any exams that are ready to be downloaded and upload any results from finished exams).

This overrides the ‘Offline Sync Period in Minutes’ property so you can check for any exams that
need downloading from or uploading to SecureAssess Central there and then.

Any exams that the synchronisation process picks up will appear in the Invigilate table in the
Invigilate tab screen. Simultaneously, any exams that are waiting to be uploaded to SecureAssess
Central will be uploaded, and then the icon in their status column in the Invigilate screen will
change to a green, upwards-pointing arrow (see image below) - showing they have been
uploaded successfully to SecureAssess online.

ﬂ‘ Uploaded To Online
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System Information, Data Report and Error Log tabs

l Proxy Details ] Installation Log Cnnfigual:'g System Information ] Data Report | Error Log | )

T

These three tabs are used to display information from the server that SecureAssess Local is
installed on, including hardware specifications and software version information. From these
screens you can also upload a snapshot of this information, which will help the BTL Service desk
troubleshoot any problems you might encounter.

System Information
The System Information screen will display information about the server that SecureAssess Local

is installed on. There are a series of headings that you can expand by clicking the arrow next to
each heading: this will expand the heading and show the details of the server.

SecureAssess: Local You are logged in as: | @ btitestuser ({EIJITY Powerad by

Home Invigilate Offline Administrator

[ Praxy Details ] Installation Log ] Configuration ] System Information [ Data Report [ Error Log ]

b B Securefissesslocal
b B envirenment
b B management
v B harddrive
@ DriveMame: C:
@ capacity: 19.99 GB
@ FreeSpace: 14,53 GB
¥ g dotnet
@ ‘ersion: 2,1,21022 Service Pack 1
@ ‘ersion: 3,1,21022 Service Pack 1
@ ‘ersion: 3.5.21022.8 Service Pack 0
¥ sqlserver
@ 5QLServer: SQL Server 2005 Version 9.00,1399.06
@ CLREnabled: True
b B proxy
B =| iismanager
> Eﬂ windowsservices

> Eﬂ EnvircnmentWariables

Upload System Information

The headings are as follows:

e SecureAssesslLocal: Information about the SecureAssess Local installation, including
software version.

environment: Details of the server name, Operating System & service packs, etc.
management: Further information on the server type and Memory.

harddrive: Details on the storage drive name, capacity and available space.

dotnet: Information on the versions of Microsoft .NET Framework installed & any service
packs.

e sqlserver: SQL Server version details.
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e proxy: Details of any configured proxy server(s).

e lismanager: Information on IIS and the websites configured on the server.

e windowsservices: Details of the services, running or stopped, on the server.
e EnvironmentVariables: Extra miscellaneous information.

Note: Don't worry if you don’t understand everything detailed here as this functionality is mainly
to allow the BTL Service Desk team to effectively help you troubleshoot any problems.

To upload the information from this screen to SecureAssess Central, click the ‘Upload System
Information’ button.

Upload System Information

Data Report
Clicking the Data Report tab displays a screen with two tables on it:

e Users table: this table displays information about all users of the SecureAssess Local
system.

e Exam Sessions table: this table lists all exam KeyCodes and their current ExamStates.

sEcureAsgessE Lacﬂ-f You are logged in as: | @ btltestuser m Fowered by

P
Home Invigilate Offline Administrator

I Proxy Details I Installation Log I Configuration I System Information ] Data Report | Emor Log

Users Exam Sessions

1] | Version | Retired ExamState KeyCode
2

true

13 true

14 true

18 true

[

11z true

Upload Data Report

You can click the ‘Upload Data Report’ button to upload the information from this screen to the
SecureAssess central system. This button is located in the bottom-right corner of the
SecureAssess Local interface.

Upload Data Report

When you click this button, a pop-up will be displayed, asking you to confirm you want to upload
the data to SecureAssess central.
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To confirm this and continue with the upload, Data Report

CliCk lconﬁl’m’_ Please confirm that you wish to upload the Data Report to
Securafssess Central.

Click 'Cancel' to close the poOp-up and continue This information will be viewable in Securefissess by the

technical support team and will enable us to improve the
quality of products and services offered to you.

without uploading the data.

[ Confirm] [ Cancel ]

Error Log
On the Error Log screen, there is a table that shows information on all errors that have been
reported in the SecureAssess system on the server.

SecureAssess® Local You are logged in as: | @ btltestuser m Fowerad by

P
Home Invigilate Offline Administrator

[ Proxy Details l Installation Log l Configuration l System Information I Data Report I Error Log l

Type | Time | Class | Method | Text

Errar 16:04:15 Tue 0% Mar2.. h System.String a(System.Data, 5qlClie.. Cannot apen database "Securefsses..,
Warning 16:04:15 Tue 0% Mar 2., a4 System.String b(]} Empty or null parameter

Errar 16:32:06 Tue 0% Mar 2., ASP.glebal_asax “oid DoHousekeeping() An Error accurred in housekeeping: Tu.
Error 16:59:31 Tue 09 Mar 2... ASP.glebal_asax Void DoHousekeeping() An Error accurred in housekeeping: T...
Errar 10:13:29 Wed 10 Mar 2... ASP.glebal_zsax “oid DoHousekeeping() &n Error accurred in housekeeping: T...
Error 10:43:41 Wed 10 Mar 2... ASP.glebal_asax Void DoHousekeeping() An Error accurred in housekeeping: T...
Logging Level: Warning Upload Error Log

You can click the ‘Upload Error Log’ button to upload the information from this screen to the
SecureAssess central system. This button is located in the bottom-right corner of the
SecureAssess Local interface.

Upload Error Log

When you click this button, a pop-up will be displayed, asking you to confirm you want to upload
the data to SecureAssess central.

Error Log
TO Conflrm thls and continue Wlth the Upload, Please confirm that you wish to upload the Error Log to

click ‘Confirm’. Securefssess Central.

This infermation will be viewable in Securefssess by the

Click ’Cance[' to close the pop-up and continue technical _support team and will e_nable us to improve the
'thout Uploading the data guality of products and services offered to you.
WI .

[ Confirm] [ Cancel ]
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Appendix 1: Diagnostics Page

In the event that there are issues with the SecureAssess Local installation, a diagnostics page is
available at:

http://[servername]/secureassesslocal/showdiagnostic.aspx

If you amended the default installation details, please look for this page at the equivalent
location.

This will display the status of the system checks. If no errors are found then a page will be
displayed like below:

Diagnostic - Result
All Test Passed!
‘Refiesh |
=
[Done I_I_I_I_I_I_R;Local intranet [® 100w -
If any of the checks fail, then they will be listed, like in the image below:
=l

Diagnostic - Result

Test Name Test Result Description

Refresh

=
Pone [ [ [ [ N3tocalintranet [ 100% ~ |

You can provide details of any ‘FAIL’ items when contacting the BTL Service Desk.
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You should install 1IS first if possible i.e. before installing the .NET framework or SQL Server 2005

Express Edition.

Installing IS
Important: Before you begin attempting to install 1S 6.0, please be aware that you may need the
Windows Server Installation Disk to carry out the install.

To install Microsoft Internet Information Services (IIS) 6.0:

1.

Click Start > Control Panel.

. Within Control Panel, double click ‘Add or Remove Programs’.

Click on ‘Add/Remove Windows Components’.

Select ‘Application Server'.

Click Next.

Note: Here you may be prompted to insert/locate the Windows Server Installation Disk

The wizard will automatically install IIS.

Once the wizard has completed installation, click ‘Finish’.
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A note on IIS and .NET

You should install IS before installing the .NET framework if possible because when you perform
the .NET setup, it configures 1IS to recognise all the correct file types (such as .aspx). If you install
the .NET runtime before IIS, you'll run into problems as IIS won't recognise your ASP.NET files
and won’t hand them off to the ASP.NET worker process to execute your code.

To solve this problem you can repair your IS file mappings. You can do this by running the
aspnet_regiis.exe command-line utility with the —-i command-line parameter (for install), as shown
here:

CA\Windows\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe —i

At this point, ASP.NET will check your virtual directories and register the ASP.NET file types.

You don’t have to perform this repair process if you install IIS first, and then install .NET.

The install procedure for the .NET framework

You should download the .NET framework from Microsoft’s website. The minimum requirement
for SecureAssess Local is .NET 2.0 plus the latest Service Pack (i.e. 2 or later), though there are
further versions available.

The .NET 2.0 Framework installer can be downloaded from:

http://msdn.microsoft.com/en-us/netframework/aa731542.aspx

When you have downloaded the .NET executable file, you should double-click it to run it.

There are no non-default options you need to configure in order to make SecureAssess Local
function as it should. Click through the steps of the installation wizard to complete the process.

You should restart the machine after successfully installing the .NET Framework.

NOTE: You should ensure that if you are running exams with .NET 2.0 installed, you should
ensure that it has at least Service Pack 2.
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You should download SQL Server 2005 Express Edition from Microsoft’s website:

http://www.microsoft.com/express/sqgl/previous/default.aspx

When you’ve downloaded the file, double-click it to run the installer.

Extracting Files [==5e]

As shown below, the installer will extract files to a Bxtracting File:  setup’program files'microsoft sql
tempora ry location... To Directory: c:d743cab00eb7d4631551ech2bebh303e

...and then initialise the installation wizard.

P Microsoft SQL Server 2005 Setup r5__<|

End User License Agreement

HICROSOFT SOFTWARE LICENSE TERHMS ~

You should accept the EULA and click ‘Next’. On
the following screens you can confirm and click
i mesit Eompenntiies (o Booed B iy com through the wizard to confirm the default options

live, one of its affiliates) and you. FPlease
read them. They apply to the software named - H 1 1 H

e B, oy CEply b Bho ekl pase with the exception of the Authentication Mode
received it, if any. The terms also apply to any

Hicrosoft screen.

* updates,

MICROSOFT SQL SERVER 2005 EXPRESS EDITION SERVICE —
PACK 3

* supplements,

* Internet-based services. and

*  support services v

[ I accept the licenzing terms and conditions

Frint | Cancel

Mixed Mode Authentication
When you reach the Authentication Mode stage of the installation wizard, you need to make sure

that ‘Mixed Mode (Windows Authentication and SQL Server Authentication)’ is selected.

i'-_v!r Microsoft SQL Server 2005 Express Edition Setup E|

Authentication Mode

The authentication made specifies the security used when
connecking ko SQL Server,

Select the authentication mode ko use for this installation.

(O windows Authentication Mode

() Mixed Mode (Windaws Authentication and SQL Server Authentication)

Specify the sa logon password below:

Enter password:

|******:m

Confirm password:

|******M|

< Back ] I Mext = I [ Cancel
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You can now proceed with the install as usual confirming default settings.

If you already have SQL Server 2005 Express Edition installed but don’t have Mixed Mode
Authentication enabled, you can change this using the following method.

Enabling Mixed Mode Authentication on an existing installation of SQL Server

2005 Express Edition

The following steps require you to install Microsoft SQL Server Management Studio Express.

You can download Microsoft SQL Server Management Studio Express from the following location:

http://www.microsoft.com/downloadS/details.aspx?familyid=C243A5AE-4BD1-4E3D-94B8-

5A0F62BF77968displaylang=en

If you've already got SQL Server 2005 Express Edition installed, but don’t have Mixed Mode
Authentication switched on, you can do this through SQL Server Management Studio or SQL
Server Management Studio Express.

1.

Click Start > Programs > Microsoft SQL Server 2005 > SQL Server Management Studio/ SQL

Server Management Studio Express (depending on your version of SQL Server).

'ELB Programs

: ) Accessori
|4 Documents ] Accessories
E}» Settings Browsers
,J Search fﬂ Microsoft
) Help and 5 Microsoft

= Run... Startup
Lﬂ Log OFF glz S
G S o FileZilla

) Google Tz 6

Fistart & 5 Gp2

Sl Server 2005

Analysis Services
Zonfiguration Tools
Docurnentation and Tukorials
Performance Tools

S0L Server Business Inteligence Develop

\ SOL Server Management Studio Express

2. Enter the information you're prompted for:

1.

Server Type: Select Database Engine.

2. Server Name: Enter the name or IP of the server where the SQL database is.*
3. Authentication: select Windows Authentication.

Authentication:
Uzer name:

Pazzward:

Microsoft: ay Mﬁﬁ&m Server System
SQL Server 2005

Server ype: I D atabaze Engine

Server name: IHSSSSEI'\SE!LEKF'HESS

IWindDws Authentication

IHSSESERrDut

" Femember passward

Led Ll Lef L

he name of the server may
ready be present in the Server
me field. If it is not, and you
)n’t know the server name or IP,
u may be able to select it from
e dropdown list of servers that
ve been connected to before
ing this install of SQL Server

anagement Studio.

LConhect I

Cancel | Help Options > >
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If the server has not been connected to using this install of SQL Server Management Studio
before, then you will have to manually locate it. To do this, select Browse for more... from the
dropdown list.

You will now be able to expand the Database Engine element explorer tree structure and locate
the server you wish to connect to. You should only be looking for the server under the Local
Servers tab, not the Network Servers tab.

x| Bear in mind that the server name to look for will be

Local Servers | Network Servers | the name of the machine it is installed on (if all the

Select the server to connect ta; default options were accepted when performing the

. install).
[ WMBTL1TOASOLEXPRESS

When you've located the server, click it to select it
and then click OK.

The Browse for Servers dialogue will close and the

server name will be displayed in the Connect menu.

Note: if the server you're looking for isn't displayed

here then you need to contact your system

(4 I Cancel Help |

i administrator as the server, or relevant service, may

not be running.

4. When you have entered all the correct details, click Connect.

5. Right-click the server name and select Properties from the context menu displayed.

ERRYHz0152\50LEP
[ Databases
[ Securiky
[ Server Objec  PEdistEr.

[ Replication
|1 Managerment

Conneck, ..
Disconneck

Mew Query

Skark
Skop
Pause

Resume
Restart

6. Select Security from the list on the left-hand side of the Server Properties menu.
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7. Under the Server authentication heading, select SQL Server and Windows Authentication Mode.

E. Server Properties

ﬁ Script - u Help

2 General

1 Memary

2 Proceszors Server authentication

g S =cuity

Eﬁ' Connections 7 windows Authentication mods

f Database Settings (@ewer and “Windows Authentication mode
12 Advanced

2 Permigsiong

Login auditing

8. Click ‘OK'.

9. Right-click the server name and select Restart from the context menu displayed.

Connect, ..

T3 Security lecf:unnect
[ Server Chjec Register...
[ Replication Mew Cuery
1 Management
Stark
Skop
Pause
Resume

Refresh
Properties

10. Wait a few moments for the service to restart before proceeding.

11. This completes the process of switching on Mixed Mode Authentication for this server.
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You need to make sure these two items are enabled in IIS, after you've installed SecureAssess

Local, in order for it to work properly. You also need to ensure that SecureAssess Local website is
configured to use ASP.NET v2in lIS.

By default, in 11S 6.0, ASP.NET and Active Server Pages are disabled: here’s how to enable them.

1. Click Start > Administrative Tools > Internet Information Services (IIS) Manager.

Note: if Administrative Tools is not available from the Start Menu then you can access it by

opening the Control Panel and then double-clicking the Administrative Tools icon there.

2. C(Click the + next to the server name to expand it (in the left-side panel).
3. Click the Web Service Extensions folder.

4. Check to see if ASP.NET and Active Server Pages have the word “Allowed” next to them, in the
Status column.

t Internet Information Services (IIS) Manager

‘f_“g File Action Wiew Window Help

e | A@EFER[(2E 2] r =0

-Eg Internet Information Services
El----lj TMRAMNP-T7UZ4BOW {Jocal computer)
Bl FTP Sites
El-_J Application Poals
o DefaultAppPool
- PESAppPoal pye -

- Vieh Sites Prohibit %3 AP NET v2 0.50707

@ Web Service Extensions

| Status
Prohibited
Prohibited
Allowed
Allowed

2 | ‘Web Service Extension
“F all Unknown CGI Extensioles
Allow Al Unknown ISAPT Extensiofe

-4 Default web Site
5-----__Jﬁh58rvice Extensions Propertes Inkernet Data Connector Prohibited
Server Side Includes Prohibited
webDAY Prohibited

5. If they don't, click them and then click th§'Allow’ button. Do this step for both fields. Once both of
these fields are flagged as allowed, try an¥ run the Configuration Wizard again.
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This may be necessary if the Default Web Site is in the ‘Stopped’ status and impossible to start.
At the end of this process, it will be necessary to modify the Web Site’s configuration files. The
steps to complete this process are shown in Appendix 7.

Create New Website/Virtual Directory
Start IS Manager by going to Start > Run and then running “intemgr”.

Run 2| x|

- Type the name of a program, folder, document, or
4 Internet resource, and 'Windows will open it Far you,

Open: I inetmgr| j

QK I Cancel I Browse. .. |

In 1S Manager Right-click on the Web Sites folder, select ‘New' and then ‘Web Site’ from the
displayed context menus.

'.E Internet Information Services (II1S) Manager

"fg Eile Action Yiew Window Help
e~ @ EFDR 2@/ 8 )r 50

?.5 Internet Information Services | Mame
=50 PICARD tlocal computer) : || pplication Paals

B#-_J Application Paols Wb Sites
o0
{ [-fal Defaul |
i 5 : -
L Web Servi (il 185 Web Site (from fils;
Mew Window From Here
Refresh
Properties
Help
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The Web Site Creation Wizard
The Web Site Creation Wizard will be displayed.

web site Creation Wizard x|

Welcome to the Web Site

Creation Wizard

This wizard helps wou create a new \Web site on thiz
compLter.

To continue, click Next.

Cahcel

Click ‘Next’ to begin.

Enter a description of what this website is. In this example, it’s called: “SecureAssess Local”

Web Site Creation Wizard x|
Web Site Desciption 9
Dezcrbe the 'web zite to help adminiztrators identify it .:“E
s

Type a descriphion of the YWeb site.

Description:

Securedszess Local

< Back I Hest > I Cancel |

When you’ve entered this description click ‘Next'.

BYSurpass Page 37 of 52



SecureAssess Local - Install Guide Release 9.0
x
: IP Address and Port Settings
NOW _enter the port number for th|S Specify an IP address, port zetting, and host header for the new Web site. .ﬁf
website to use. -
Enter the IF address o use for this Web site:
In the example, port 81 has been chosen. fi4 Unsssigned) [
" TLCP port thiz Weh site should uge [Default: 80):
You can leave the IP address as “All EI
. n
UnaSSIQnEd . Host header for thiz *Web site [Defaul: Mone]:
Click ‘Next’ to proceed to the next step of
the Wiza I'd, Far mare information. read the 15 praduct docurmentation.
< Back I Mest » I Cancel |
x
Web Site Home Directory Q
The home directony is the root of your Web content subdirectories. __'_:"-3
&,

Enter the path of the SecureAssess Local
“WebDirectory” folder.

Use the Browse function if necessary to
help locate the folder.

Click ‘Next’ when you've entered the path.

Now, leave all the options as they are,
except for the “run scripts (such as ASP)”
option.

Make sure this option is ticked.

When you’ve done this click ‘Next’ to
proceed.

B8Surpass’

Enter the path to your home directony.

Path;
IE:\S urpassiSecuredssessLocalwiebDirectary

v Allow anonyrous access to this Wehb site

Browse... |

< Back I Mext = I

Cancel |

Web Site Creation Wizard

Web Site Access Permissions
Set the access permizsions for this Web site.

L
QIﬁ

g
47

Allows the following permissions:

v Read

lun seripts [such 35 ASF]

[~ Execute [such az ISAPI applications or CGI)
[ wiite
[~ Browse

To complete the wizard, chick Mext .

< Back I Mest > I

Cancel
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x|
You have successfully
completed the Web Site
Creation Wizard.

The finish page of the wizard will now be displayed.

Click ‘Finish’ to exit the wizard.

To close this wizard, chick Finish.

<Back R Cancel

The new website will be displayed in the list in the left panel of IIS Manager.

'.[; Internet Information Services (II1S) Manager - |EI|5|

‘fg File  Action  YWew Window  Help |;|i|£|
= HE XEFRHR 20E S| 8
-Eg Internet Information Services ame | Path Skatus
(=758 WMBTL110 local computer) _J LocallpdatesFalder
B+_J Application Pools
- __) Web Sites

=) Default Web Site
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Create a New Application Pool
Create a new Application Pool by right-clicking the Application Pools folder in the tree structure in
the left panel of IIS Manager and then selecting New > Application Pool.

t Internet Information Services (I1S) Manager

‘fg Eil=  Action Wiew Window Help
& | BM@EXEFER @26ME 2 ) ma

?5 Internet Information Services Mame | Path
= 15 YMBETL110 (local computer) _J LocalUpdatesFalder

E‘—-J Web Sites All Tasks 3 Application Pool (From File). .

Eg Default Web

Mew Window From Here

ipd Refresh
Fe_) Wieb Service Exb properties
Help

Add New Application Pool |

The Add New Application Pool dialogue will ‘j
now be dISpravyegpl : ! gU wi & Application pool 10: ISecureAssessF\panol|

Application pool settings
Enter the Application pOOl ID: % |se default settings for ness application pool

™ Use existing application pool as kemplate

SECUFEASSESSADPPOOI Application pool name: IDeFauIt.ﬁ.ppPool j

Leave the Application pool settings as they

. ol I Cancel Help
are and click ‘OK’ | |

The new Application Pool will be shown in the tree structure in IIS Manager.

G s !
¥a Fle  Action View indow Help . _,_J Weh Service Explnre
c» | A@EXERHR(ZE[(E])r = Dipen
?g Internet Information Services Mame | Path u] ol
: Ermi=slons
(=5, 8 WMBTL110 {local computer) _J LocalUpdatesFolder )
F-__ Application Paals Browse
_ | web Sites -
@ Defaulk Web Site
--_,_J aspriet_client ﬁtart
-
----- ) Weh Service  Erplore StDE
Qpen
Permissions F'EI_USE
Browse
Start e k
Stop.
Fause All Tasks k
Mew 4 q
Al Tasks » Wiew ]
View , Mews Window From Here
Mew Window From Here
Delete QE!|E.'|:E!
Rename R
Refresh ename
Export List... Refresh
roperties A
PR Expart Lisk,..
Opens the properties dial  HElR |

Properties

25 the properties dial ~ HElP
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Set the Properties of the Website to use the new Application Pool
You now need to change the properties of the new website.

To do this, right-click the website in the 2|

left panel of IS Manager and then Direckary Security I HTTP Headers I Custam Errors | ASPLMET

select Properties from the displayed webSte | Performance | ISAPIFikers  HomeDirsctory | Documents
The conkent For this resource should corme From:
context menu.

¢ A diractory located on this computer

= A share located on another computer

Click the Home Directory tab in the " A redirection to a URL

SecureAssess Local website properties. :
Local path: IC:'l.Sur|:|ass'l,SecureﬂssessLocal'l,WebDlre Browse. ., |

. r Scripk source access i Log wisits
Now click the dropdown menu for the Flped [ Index this resource

Application Pool field and select the II:m_rite .
SecureAssessAppPool pool you created. Ly ey

Application settings

Clle lApply' to confirm the operation. Application name: Default Application Remave |

Starking poink: <Securefissess Local>

Configuration, ..

Execul Sicripks anly

Applicati s
Don't exit the Properties dialogue just ye <\pp'ca P

though.

DefaultappPaool
|

ef ALl

Ok I Cancel | Apply | Help

Click the Documents tab. 2l

Directory Security | HTTPHeaders | oEToN | AseNET
You should now create a new HTML webste | Performance | IsAPLFiters | Documents

page.
Default . aspx
TO do thlS Default.htm Add... |
. Default.asp
indesx. htm Remove |
e Click ‘Add'. |
. . . Mawve U Mawe Down
e A pop-up dialogue will be displayed.
Enter SecureAssess.html in the text T Enable document footer
f|EId Append an HTML Formatted footer to every document your Web
server reburns,
Add Content Page x| | Browse. . |
Defaulk conkent page:
I Securefssess, html
oK I Cancel |
(o] 4 I Cancel Apply Help
e C(Click 'OK'.

e The newly created page will be displayed in the content page list.
Click the SecureAssess.html page in the list to select it, if it isn't selected already.

—Iv Enable default content page

Defaulk, aspx

Default.htm Add...
Defaulk,asp

indez., bk Femowve |
‘Securedssess, hkm —

Move Up [Mawe Do |

SUFDGSS; Page 41 of 52




SecureAssess Local - Install Guide

Release 9.0

e Now click ‘Move Up’ and keep doing so until the SecureAssess.html page is at the top of the list.

—Iw Enable default content page

Default, htm
Default. asp
indes:, hkm

Mave g

Mowe Dawn |

Add. ..
Remove |

e You can now click ‘Apply’ and then ‘OK’ to confirm and close the Properties window.
e Now follow the steps in Appendix 7 to complete this process.
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Appendix 7: Configuring SecureAssess Local to operate on
a custom port

This may be necessary when port 80 is already in use with the Default Web Site or if you have
created a new Web Site.

If the Default Web Site has been reconfigured to use a custom port number, other than the

Microsoft default port 80, then the steps to create a new web site and application pool are not
required.

Manual Changes to Configuration files for a Custom Port Number
There are four files that you need to make changes to:

1. SecureStateService.exe.config (5 port number changes)
2. Web.Config (2 port number changes)
3. configuration_delivery.xml (1 port number change)
4. WinServiceConfig.xml (3 port number changes)
5. Deploy.bat (1 port number change)
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Windows Service
Navigate to the following location, and use Notepad or a similar text editor tool to edit the file:

1. C\Surpass\SecureAssessLocal\windowsservice\SecureStateService.exe.config

Change URL entries within this file, wherever they refer to port 80, to another port e.g. 81.

Notepad’s Edit > Replace (Ctrl + H) function is very useful here, but care must be taken to
manually approve each change - ‘Replace All' should not be used.

<setting name="DoTasks_SyncLocalService_Sync_Local" serializeAs="String">
<value>http://SERVERNAME:80/secureassesslocal/Sync_Local.asmx</value>

</setting>

<setting name="RunTasks_LocalAdministratorService_LocalAdministratorService" serializeAs="String">
<value>http://SERVERNAME:80/secureassesslocal/localadministratorservice.asmx</value>

</setting>

<setting name="RunTasks_UpdateHelperService_UpdateHelperService" serializeAs="String">
<value>http://SERVERNAME:80/secureassesslocal/updatehelperservice.asmx</value>

</setting>

<setting name="DoTasks_CandidateExamStateManagementService_CandidateExamStateManagementService"
serializeAs="String">

<value>http://SERVERNAME:80/secureassesslocal/CandidateExamStateManagementService.asmx</value>
</setting>
<setting name="DoTasks_MembershipService_MembershipService" serializeAs="String">
<value>http://SERVERNAME:80/secureassesslocal/MembershipService.asmx</value>

</setting>

Note: In the code above, the port number has been highlighted in bold and red.

When you've finished editing the config file, save it (Ctrl + S) and close it.

Next, click Start > Run and enter ‘services.msc'.

Right-click on ‘SecureStateService’ (this will be SecureAssess Local Helper Service) and select
Restart.
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This will cause the service to pick up the new settings from the amended configuration from this
point forward.

Web Directory
Repeat the same port editing process for the following files:

2. C\Surpass\SecureAssessLocal\WebDirectory\Web.Config

<add key="SecureAssess_TempPDFURL" value="http://SERVERNAME:80/secureassesslocal/PDF/GeneratedPDFs/"/>

<add key="secureContentRequestUrl" value="http://SERVERNAME:80/secureassesslocal/getcontent.ashx"/>

3. C\Surpass\SecureAssessLocal\WebDirectory\configuration\configuration_delivery.xml

<key name="secureContentRequestUrl" value="http://SERVERNAME:80/secureassesslocal/getcontent.ashx" />

4. C:\Surpass\SecureAssessLocal\WebDirectory\configfiles\WinServiceConfig.xml

<setting name="DoTasks_CandidateExamStateManagementService_CandidateExamStateManagementService"
serializeAs="String">

<value>http://SERVERNAME:80/secureassesslocal/CandidateExamStateManagementService.asmx</value>

</setting>

<setting name="DoTasks_MembershipService_MembershipService" serializeAs="String">
<value>http://SERVERNAME:80/secureassesslocal/MembershipService.asmx</value>

</setting>

<setting name="DoTasks_SyncLocalService_Sync_Local" serializeAs="String">
<value>http://SERVERNAME:80/secureassesslocal/Sync_Local.asmx</value>

</setting>

Save (Ctrl + S) each file when you've finished editing it.

Surpagg Page 45 of 52



SecureAssess Local - Install Guide

Release 9.0

5. C\Surpass\SecureAssessLocal\WebDirectory\Installers

Right-click the “deploy.bat” file and click Edit.

This will open the .BAT file in Notepad.

Now just edit the port number (the number after the colon) in the text:

E' deploy.bat - Notepad

File Edit Faormat

Yiew Help

4]

msiexec /1 secureclientLocal.msi SA_LOCAL_URL:"EtE:XXVMBTLiLlO:BD,’"

Alter the port number and then select File > Save.

Close the Notepad.

Now, when you install the SecureClient, it will be configured to connect properly to the
SecureAssess Local server.

File Edit Yiew Favorites Tools Help

& C:\.Surpass’SecurefssessLocal',WebDirectory' Installers

eBack L > ? | ,':" Search

* Falders | 3 @ X 6 | -

Address IE CiiSurpassiSecurefssessLocalyWebDirectory! Installers

Create Shorteut
Delete
Rename

Propetties

BISurpass’

Mame = | Size | Type | Date Modified
&=l a0a1182000 OKE File 02j06/2010 16:33
1KE ‘Windows BatchFile  02/06/2010 16:32
| loca g 2PEN 1KE %ML Document 02J06/2010 16:29
[zlsect 13,339KE  Compressed (zippe...  02/06j2010 16:33
sen ENE 14,397 KB Windows Installer P...  24/03/201009:23
Send Ta »
Cuk
Copy
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If you receive an error message when trying to enter your Keycode in the SecureClient then it may
be due to the IUSR account settings in IIS.

To check and rectify this:

1. Open IIS Manager

Start > Administrative Tools > Internet Information Services (IIS) Manager
Note: if Administrative Tools is not available from the Start Menu then you can access it by opening

the Control Panel and then double-clicking the Administrative Tools icon there.

Administrator

\g Manage Your Server 5! My Computer
@3 Certification Authority

7 # Control Panel » 285 Cluster Administrator
‘___‘/ Windows Explorer = :

@ Compaonent Services
ﬁf’ Adminis
S0L Server =
% Configuration Manager

g Computer Management

L:é Printers and Faxes 4 Corfigure Your Server Wizard
- Data Sources {CDBC)
@ Maotepad @) Help and Support o Distributed File System
. 23| Event Viewsr
@ Internek Explorer r) ot t Internet Information Sersy (I1S) Manager
— E Bur... & Licensing
UM Cornmnand Promp @ Local Security Palicy

# Manage Your Server
{%} Services % Microsoft (NET Framewark 1.1 Configuration

e Microsoft JNET Framework 1,1 Wizards
@ Network Load Balancing Manager
@ Performance
[ Remote Desktops
E Routing and Remate Access
A&l Programs  » % Servicas

Log OFf @ A “|]§l Terminal Server Licensing

- B ,, Terminal Services Configuration

Itij' Start J @ @ J @ Surpass | Securedssess .., | ‘TQ Internet Info ? Terminal Services Manager

2. Expand the tree structure in the left-hand panel and then expand the Web Sites directory (by
clicking the [+] symbol).

[ Internet Information Services (I15) Manager

‘TQ File | gckion  Miew  Window  Help

co|mBRm8 =

PRIrternet Infarm : Compuker
=58 WMBTL110 (local computer) L IYMBTLLY
#-__| Application Paals
=) Web Sites

B- Securefssess Local

3 Default Web Site
_,_J Web Service Extensions
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3. Right-click the Default website on the tree structure and select Properties from the displayed
context menu.

I Internet Information Services (II5) Manager

‘3 File Action Miew ‘Window Help
o [m R @B B> e

f:! Internet Information Services : Computer | tocal [ Version
B TL110 (Jacal computer) % IWMBTLL10 {local computer) Yes 15 ¥6,0
+-__) Application Pools

web Sites

secure Explore
_J Web Servic  Open
Permissions
Browse

Stark
Stop
Pause

New 3
All Tasks 3

Mews Window From Here

Delete
Renarne
Refresh

4. The Properties dialogue will be displayed. Click the Directory Security tab.

Securefssess Local Properties e |

Web Siks RmehaisianF I I3API Filters I Home Directory | Documents I
figectory security TTR Headers |  CustomErors | ASP.NET

[~ Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource,

FoR

IP address and domain name restrictions

Grant or deny access to this resource using
IP addresses or Inkernet domain names.

—Secure communications

Require secure communications and
enable client certificates when this
resource is accessed,

Server Certificate, .. |
‘Wiew Certificate, ., |
Edit... |

Cancel | Apply | Help |

Now click the Edit button beneath the Authentication and access control heading.
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5. Examine the text in the User name field towards the top of the Authentication Methods dialogue.

x

Use the following Windows user account For anonymous access:

@ User name: IIUSR_VMBTLIIU > Brawse. .. |

Bssswordi | sessessees Select and copy (Ctrl + C) the text in this field or write it

down.

r—Authenticated access . s L ] r
For the Following authentication methods, user name and password You can close the dlalOgUE now by CIICKIng Cancel'.
are required when:
- anonymous access is disabled, or
- access is restricted using MTFS access control lists

[ Integrated Windows authentication

[ Digest authentication For Windows domain servers
[™ Basic authenticakion {password is sent in clear kext)
[~ .MET Passport authentication

I Internet Information Services {I15) Manager
Default domain: I Select. ., |

":5 Eile  Ackion Wew Window Help

Realm: I Select, . | - = || @|@ |g| ]

I—I ag iInternet Information Services Computer
Ok Cancel | Help | =50 YMBTL110 (Jocal computer) S AYMETL110 (o
[#-__) Application Paols

| web Sites
Default Web Site

Explore
Open
Petrnissions
Erowse

- web Servic

6. Now right-click the SecureAssess Local Website on the tree

structure in the left-hand panel of the IIS Manager. gtaft
op

Pause

Mew 3
All Tasks 3

Mew Window from Here

Delete
Renarne
Refresh

7. The Properties dialogue will be displayed and then click the Directory Security tab.

NOW CliCk the Ed't bUttOI’L hhob o2 At I ISAPI Filters I Harne Directary I Docurments I

Custam Errars | ASP.MET

r~IP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edi... |

[~ Secure communications
Require secure communications and i

enable client certificates when this server Cerlificate. . |
resource is accessed, _ .

Miew Certificate.., |

Edit... |

(o4 Cancel | Apply | Help |
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8. If the User name is different to the one you found for the Default website (Step 5) clear the text in
the User name field and then paste (Ctrl + V) or type the information from Step 5 into the field. If
the User name is the same as the one you found for the Default website then please contact the

BTL Service Desk for further assistance.

Authentication Methods x|

Use the following Windows user account For anonymous access:

Erowse, .. |

Liser name: I ISR _YMETLLL1O

Password: I ssssssnnes

—Authenticated access

Far the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricked using NTFS access control lists

[V Integrated Windows authentication

™ Digest authentication for YWindows domain setvers
[ Basic authentication (password is sent in clear text)
[~ MET Passpork authentication

Defaul: domain: I Select, . |
Realm: I Seleck. ., |

]

Cancel | Help |

Note: You don’t need to change anything in the Password field.

9. Click ‘OK’ to confirm the changes to the SecureAssess Local website.

10. Now you must restart the IIS Service. Open Services by going to:

Start > Control Panel > Administrative Tools > Services

Note: if Administrative Tools is not available from the Start Menu then you can access it by opening

the Control Panel and then double-clicking the Administrative Tools icon there.

d ¥
®| T mternet Inforn Services (II5) Manager

“:; File Action Wiew Window Help

vs[@a@m(2]r mu

") Internet Information Services Computer [Local [ version

[ status

§ YMBTL110 (local computer)
_J Application Posls

| Web Sites &, Accesshilty Options
3 Defaulk Web Ste = Add Hardware

SecureAssess Local :
__J Web Service Extensions ‘L) Add or Remave Programs

Administrator

% Automatic Updates
7 Date and Time
S Display

g ! Falder Options
-.\! Manage Your Server j! ritomputer) = P

= Fants

= Game Controllers
Internet Cptions
¥ i keyboard

w’\{ Windows Explorer

SOL Server
Configuration Manager

i Administrative Tools

ey ‘g Licensin
2 Printers and Faes - g
- “) Mouse
@ Hotepad Q) Help and Support & Network Connections
~ 2 Phone and Modem options
#“ ,) Search
(€3 meemet Explorer £l Portable Media Devices
77 Run... 4% Power Options

Command Prompt {2y Printers and Faxes
® Regional and Language Options

{% Services 2, Scanners and Cameras

() Scheduled Tasks
@, sounds and Audio Devices
a¢ Speech
4 Stored Liser Names and Passwords
43 System
AllBrograms > o, Taskbar and Start Menu

YMware Tools

Lng ofFf @Shgt Down

3] windows CardSpace

|#istart | (2} @& | @ surpsss | secureassess ... | %3 nkernst Info s windows Firewal

S JWMBTLL10 Jocal computer) Yes 115 V5.0

¥

{B3 certification Authoriy
Cluster Administrator
§3 Component Services
(=), Computer Management
9 configure Your Server Wizard
Data Sources (ODEC)
o5 Distributed File System
Event Yiewer
¥4 Internet Information Services (I15) Managsr
{3 Licensing
D Local Security Palicy
# Manage Your Server
B Wicrosoft NET Framework 1.1 Configuration
B Microsoft NET Framework 1.1 Wizards
@ Wetwork Load Balancing Manager
& Performance
(2 Remots Deskbops

B Routing and Remoks Access

1B Terminal Server Licensing
Terminal Services Configuration

% Terminal Servicss Manager
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Locate the IIS Admin Service in the list, click to select it and then select Restart from the available
actions on the left-hand side of the Services dialogue. Alternatively, right-click the [IS Admin Service
and select Restart from the displayed context menu.

Services

File  action Wiew Help

=101 |

o || HEFRR(2E > 8 0w

@ Services (Local)

Services (Local)

IS Admin Service Marne | Descripkion | Skatus | Startup Type | Log On As :I
%stributed Lirk. Tracking Client Enables cli...  Started Autornatic Local System
Stop the Service %Distributed Link. Tracking Server Enables th... Disabled Local System
Restart the sewc?e %Distributed Transaction Coordinator Coordinate...  Started Automatic Metwork 5.,
- %DNS Client: Resolves a...  Started Autornatic Metwark 5.,
Error Reporting Service Collects, st... Started Aukarnatic Local System
Enables ﬁ1isl server to administer Web Event Log Enables ev... Started Automatic Local System
and FTP services. If this service is %F\Ie Replication allows files. .. Marual Local Syskem
shopbped, the server will be unable to run %Help and Support Enables He... Started Automatic Local System
Web, FTP, NNTP, or SMTP sites or HTTP 550 This servic...  Started Marual Local System
;a:ﬁsgelf:cgssﬁ::ﬂi;ﬁ;;ﬁz;ﬂﬁzbﬁ% %Human Interface Device Access Enables ge... Disabled Local Syste

will fail to start. 1115 Admin Service Enables thi,,,  Started Aukormatic
%IMAPI CD-Burning COM Service Manages ... Disabled
%Indexing Service Indexes co... Disabled Local System
%Intersite Messaging Enables me... Disabled Local System
%IPSEC Services Providese..,  Started Automatic Local System
%Kerberos Ky Distribution Center On domain ... Disabled Local System
%License Lagging Manitars a... Disabled Metwork 5...
%Logical Disk. Manager Detects an,.,  Started Automatic Local System
%Logical Disk Manager Administrative Service Configures. .. Marual Local Syskem
Messenger Transmits ... Disabled Local System
%Microsoft Software Shadow Copy Provider Manages s... Manual Local System =
| | >
Extended A Standard 7

11. A pop-up may be displayed at this point, warning you that other services will also be restarted. Click

Yes'.

Restart Other Services

A

alza restart.

When 15 Admin Service restarts, these other services will

Il B

Wworld Wide Web Publishing Service

HTTP 551

Do you want ta restart these services?

ez Mo

12. A processing dialogue will then be shown.

Service Control x|

Windows iz attempling to stop the following service on Local Computer,

Warld Wide “web Publishing Service

13. Wait until the operation has completed. The service has now been restarted.

14. Return to the SecureClient and try to run an exam with a Keycode again.

15. If you still receive an error message when trying to access an exam using the SecureClient, please
contact BTL's Service Desk for further assistance.
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Document Change Record

Document

Description Chapter

Version

1.0 Removed SecureClient (Local) install instructions and test. These Install
now form their own guide “SecureClient (Local) Install Guide and SecureClient and
Test” test
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