Questions matter

Media Encryption

Centre Guidance Academic Year 2023-2024

Contents
INtroOdUCTION @NA PUIPOSE .....eeeieieeieieeteeteteete ettt ste st teete et e e re st e sse et esesseessessesnsessassesnsensesssensensesneen 1
SUPPOIEFIOM AQA ... ettt ettt et e te e te e et e et e be e e e tessea st e sasseassessaessesseassensesssansensesssensesssensesseessensesseans 1
Components reqUIriNG ENCIYPTION. ......cocvirviireiiieierterte sttt ettt e s testesbe s beesseesseesaeesasessessseessaessaesssenns 2
Using BitLOCKEr £0 @NCIYPE @ EVICE.....ccuiiuiiiieiieieeitetete ettt ettt ettt ettt e s bt et e b et e sbesae s 3
Using BitLocker to access an encrypted dEVICE .......ocvevevirriererieeieeeeieneeterie s eee e st stesre s e essesseessesneenees 7
Downloading and iNSTALlING T-ZiP .....cc.eeteriiriiieeeeetete ettt ettt ettt ettt 10
USING 7-ZIP TO ENCIYPT -eeeteteriteteettetett ettt et st et et e e et e et s at et e be st e beebeeate bt eat e besatenbesbeeatenbesneentenee 12
I [ oY 74 o} o Ja (=Tl Y/ o (TSRS 18

Introduction and purpose

This document is designed to assist you with all queries associated with encryption before you send your
USB to AQA.

Support from AQA
AQA support two methods of encryption:

e BitLocker, a default program for Windows operating systems
e 7-Zip, afreefile archiver available online. FAQs and instructions are available here or found laterin
this guide

Any other methods of encryption may cause delays or require resubmission if we are unable to access the
device.

If you experience any difficulties with encryption, please email our Media Support team at
mediasupport@aga.org.uk. Please include your centre number, component code, and the number of
students for which this issue applies, and details of any steps you have already taken to encrypt the
media.

Please note that AQA do not support encryption queries associated with Apple software.

Confidential - internal use only


https://www.7-zip.org/faq.html
mailto:mediasupport@aqa.org.uk

Components requiring encryption

The table below shows all media components which must be encrypted. If your component does not
appear in the table there is no requirement for student assessments to be encrypted.

To locate your password, please find the Centre Password List document available on Centre Services.
If your school or college requires encryption of media, please use the relevant password for the level and

series of the component found on the Centre Password list on Centre Services, and include a note when
posting the media that you have used the relevant password.

Components requiring encryption for the academic year 2023-2024
Subject Component Code
A-level Dance T7237/X
A-level Drama and Theatre Studies 7262/X
A-level Physical Education 7582/C
Projects Levels 1,2 and 3 7991, 7992, 7993
GCSE Drama 8261/X
GCSE Physical Education 8582/C
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Using BitLocker to encrypt a device

BitLocker is the default Windows operating system encryption program. It cannot be downloaded and is
a default program installed on computers when manufactured.

BitLocker will not decrypt or encrypt CDs or DVDs. You will need to use 7-Zip or a similar program to
encrypt media of this type if you receive it.

This is a step-by-step guide for the BitLocker encryption process. If the program does not appear after
step 2, you will need to use 7-Zip to access the materials.

If you experience any difficulties with encryption, please email our Media Support team at
mediasupport@aga.org.uk. Please include your centre number, component code, and the number of
students for which this issue applies, and details of any steps you have already taken to encrypt the
media.

1. Plugthe USB or media device into your computer.

2. Click on My Computer on your desktop. If you’re unable to find this, click on the Windows icon in
the bottom left of your screen and then click Computer.

In the image in step 3 you can see the drive is called Removable Disk. Yours could be labeled
differently, but if you plug in the drive after opening the My Computer screen, you will see it
appear.

If you’re unsure, double click the icon and check the files inside to confirm.

3. Onceyou’re sure thatitis the correct drive, right click on it. A list of options will appear. Click on
Turn on BitLocker.

Removable Disk (F:)

Open in New Window

Turn on BitLocker...
Open AutoPlay...

@' Scanforviruses...

4. Adialogue box will open, tick the box in the top left hand corner that says Use a password to
unlock the drive.

5. When prompted, type the corresponding password that can be found on the Media Password list on
Centre Services. If you’re unable to locate this, please email mediasupport@aqga.org.uk.
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6. You will need to enter the relevant password for the series and level twice for verification, once in
the Type your password box and then a second time in the Retype your password box. When

complete click next in the bottom right of the window

==
ot Ui BitLocker Drive Encryption ()
Chaoaose how you want to unlock this drive

¥ Use a password bo unlock the drive

Paszwords thould contain upper and |owercese letters, numbers, spaces, snd symbols.

T:.'pl youl passward EELLEL LR

Fetype yout password sssssssssss

Lhse iy armait cand Lo wnlock the dive

You will need to insert your smart card. The smart card PIN wall e required when you unlock the drive.

Hawe do | use thess opbions?

Met | | Cancel |

7. The next window will ask you if you want to save or print your recovery key file. At this stage you

should click Save the recovery key to a file.

=
) @ iy BitLocker Drive Encryption (£)

How do you want to store your recavery key?

¥ you forget your password or lose your smartcard, you can use your recovery key to access your drive.

We recommended that you save your recovery key to a file and print it

% Save the recovery key to a file

< Print the recovery key

K} Some settings are managed by your system adminestrator

Yhat i35 2 recovery key?

-CIﬂCd |
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8. Once you’ve named the recovery file and decided where to store it, click the save button. We
recommend saving this somewhere like My Documents. The recovery key file is used if you
mistyped the password to the device and can no longer access it. If this occurs, please e-mail
mediasupport@aqga.org.uk.

S ko ’ =}
8 X :
Organuze = New folder - . W

4 . Favortes
B Desktop
B Downloadh
2u Recent Places E

4 _g Libranes
* Documents
o Music
- Prctures
B videos

* & Computer

& Local Disk (C:)
Fibe name  Balocker Recovery ey CESAL20-16£39-4AA3-89C9- SE626E45TICH 1t -
Seve sstype | Tent Files -
= Hide Folders Seve Cancel

9. You’ll then be brought back to the window shown in step 3. At this stage click the next button in the
bottom right hand side of the window. The window below will appear detailing what will happen
once you have encrypted the USB. Once you’ve read the information then click on Start
Encrypting.

=

" (55
@ ‘e Bitlocker Drive Encryption (1)

Are you ready to encrypt this drive?
You will be able to unlock this drive using a password.

Encryption might take & whie depending on the size of the drive.

Until encryption s complete your files will not be protected.
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10. Once the encryption has started, a dialogue box will appear on screen detailing the progress of the
encryption. This may take several seconds or minutes depending on how much information is on

the USB drive.

% Encrypting

Drrve & 2.2% Completed
]
L_Pause_

1. Pause encryption before removing the drive of fides on
the drive could be demaged.

Please ensure you do not remove media devices while encryption or decryption is occurring, as this
may corrupt the media device and the files.

11. Once the encryption is finished, another window will appear informing you that the process is
complete. Your USB is now fully encrypted using BitLocker.

BitLocker Drive Encryption

% Encryption of E: is complete.
[

Close

12. You can check whether your password is correct by opening the file. Double click the files and you
will be prompted to enter the password that you selected during encryption. Click Unlock and the
device should unlock giving you full access to your USB and the files stored within it.

L Sy Bitlocker Drve Encryption (k)
This drive is protected by BitLocker Drive Encryption
Type your password to uniock this dive
sessssssnns
Show password characters as | bype them
Automatcaly urfock on s computer from now on
Unilock Cancel

13. When you have finished using your USB, right click on the media device and select eject, once the
device is removed it will lock itself automatically.
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Using BitLocker to access an encrypted device
This is a step-by-step guide to accessing an encrypted device with BitLocker.

If you experience any difficulties with encryption, please email our Media Support team at
mediasupport@aga.org.uk. Please include your centre number, component code, and the number of
students for which this issue applies, and details of any steps you have already taken to decrypt the
media.

1. Insertthe USB or media device into your computer.

2. Click on My Computer on your Desktop. If you’re unable to find this, click on the Windows icon in
the bottom left of your screen and then click on Computer.

In the image below you can see the drive is called Removable Disk. Yours may be labelled
differently, but if you plug in the drive after opening the My Computer screen, you will see it appear.

You will also see that there is a gold padlock displayed on the drive - this means it is currently
locked.

@uvl:li > WI18-0836 »

Organize « System properties Uninstall or change a program Map network drive Open Control Panel

4 Hard Disk Drives (1)
0SDisk (C:)

T~ ) —— i
g/ 163 GB free of 238 GB

4 Devices with Removable Storage (2)

CD Drive (D:) Dual Lock
OryDYo (1, tec free of 20.2 MB
cootey Ot

CDFS

5] Removable Disk (E:)

o

3. Double-click on the drive with a padlock and it will bring up the following screen.
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1ovable Storage (2)

) Dual Lock
of 29.2 MB. Removable Disk (E)

o
B |
® fhg BitLocker Drive Encryption (E)

This drive is protected by BitLocker Drive Encryption
Type your password to unlock: this drive

| Show password charactens as | type them

| Automatically unkock on this computer fram now an
| frropet vy passward
Wive g | harve b yrioch the drive?

Unlock | [ Caneel |

4. Inthefield, type in the password provided. You can click on the box which states Show password
characters as I type them if you need to check that you’re typing in the correct password. Once
you’ve done this, click Unlock.

—
53 GB free of 238 GB

with Removable Storage (2
D Drive (

D:) Dual Leck
byt ee of 292 MB Removable Disk (E)
DFS

]

|-} ‘e BitLocker Drive Encryption (E)

This drive is protected by BitLocker Drive Encryption

Type your password to unlock this drive

Show password charscters as | type them
Futomatically unlock on this computer from now an

ot oy passsveced

fiox

5. If the password is correct, the drive will be unlocked and it will appear as the following screenshot
with the padlock now being open. You now have access to the media device. The drive will stay
unlocked until you remove it from your computer - or until you turn your computer off. Once this
occurs, the drive will lock and you will need to enter the password again.
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wﬂu! » WI18-0886 »

Organize « Eject Burn to disc Properties System properties Uninstall or change a program Map ni

4 Hard Disk Drives (1)
0SDisk (C:)

L gy |
163 GB free of 238 GB

4 Devices with Removable Storage (2)

CD Drive (D:) Dual Lock Removable Disk (E:)
O2IPYO 1 ses free of 29.2 MB ﬁl 1

CDFS 3.58 GB free of 3.60 GB
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Downloading and installing 7-Zip
This is a step-by-step guide to downloading and installing 7-Zip file archiving software.
1. Goto 7-Zip’s website here and navigate to the Downloads page. You’ll need to download the correct
version for your computer. The version will be the top link, shown in red in the picture below, which

is the 32-bit Windows Version. This will support both 32-bit and 64-bit computers and we
recommend using this version only.

[ Download
’ m Download 7-Zip 19.00 (2019-02-21) for Windows:

Link Type Windows Description
Home _ o i
7z Format I Download Exe 32-bit xB6 7-Zip for 32-bit Windows I
LZMA SDK Download  .exe 64-bit x64  7-Zip for 64-bit Windows x64 (Intel 64 or AMDG4)
Download = 5 =
FAQ Download i | %86 [ x64 7-Zip Extra: standalone console version, 7z DLL, Plugin for Far Manager
Support Download 7z Any 7-Zip Source code
Links sl 72 Any/xB6/x64 LZMA SDK: (C, C++, C2, Java)
o Download .msi 32-bit x86 (alternative MSI installer) 7-Zip for 32-bit Windows
Englis!
i impl, Download .msi 654-bit x64 (alternative MSI installer) 7-Zip for 64-bit Windows x64 (Intel 64 or AMDG4)

hi T
Esparanto
Erench

2. Your computer may ask you to Open/Run the file, or save it. Please click Open or Run. Once
complete, it will either open automatically, or you may need to click the item in the bottom of your
screen, shown below in the bottom left of the following screenshot.

Download
Z| P Download 7-Zip 19.00 (2019-02-21) for Windows:
Link Type Windows Description
Home o . = e
s Eocnak Downloa .exe 32-bit x86 7-Zip for 32-bit Windows
LZMA SDK Download .exe 64-bit x64 7-Zip for 64-bit Windows x64 (Intel 64 or AMD64)
Download : ; =
FAQ Download 7z x86 [ x64 7-Zip Extra: standalone console version, 7z DLL, Plugin for Far Manager
Support Download 7z Any 7-Zip Source code
Links Download 7z Any / x86 / x64 LZMA SDK: (C, C++, C#, Java)
Download .msi 32-bit x86 (alternative MSI installer) 7-Zip for 32-bit Windows
English
Chinese Simpl. Download .msi 64-bit x64 (alternative MSI installer) 7-Zip for 64-bit Windows x64 (Intel 64 or AMDG4)
Chinese Trad.

fo
721900.exe ~

3. Onceyou click the downloaded file, or it opens automatically, the screen below will appear. You
may select a custom installation location if you wish, or press Install to continue.

AQA Education (AQA) is a registered charity (number 1073334) and a company limited by guarantee registered in 10 of 20

England and Wales (number 3644723). Our registered address is AQA, Devas Street, Manchester M15 6EX.


https://www.7-zip.org/

7-Zip 19.00 Setup

Destination folder:

[C:\Program Files 686)\7-Zp\

Install

4. The setup window will confirm when the program is installed.
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Using 7-Zip to encrypt
This is a step-by-step guide to encrypting a folder using 7-Zip file archiving software.

If you experience any difficulties with encryption, please email our Media Support team at
mediasupport@aga.org.uk. Please include your centre number, component code, and the number of
students for which this issue applies, and details of any steps you have already taken to encrypt the
media.

1. Please ensure that the USB or media device is plugged into your computer. You will need to open 7-
Zip. Click on the Windows icon in the bottom left of the screen and type in the search box 7-Zip. The
program 7-Zip File Manager should appear. Click this to open the program.

2. Alternatively, if using an older version of Windows, click the start menu, then click All Programs then
7-Zip and finally click on 7-Zip File Manager. Once you’ve done this, the program will open and you
should see a screen similar to the following screenshot.

&3 7-zip

Eile Edit View Favorites Tools Help

P = v o = X i

- Add Extract Test Copy Move Delete Info

& bm:umen;;
| ¥ Network
L \¢

3. Double Click on Computer. You will be given a list of several alphabetical storage devices. There
should only be one device labelled Removable in the list. This should be your media device,
outlined in red below.

4. To checkif you have the correct folder, double click the device and the contents will be displayed.
To go back to the previous view at any point, click the folder icon, shown in blue on the image
below. Double click this folder.

[Bz Computer\
Eile Edit View Favorites Tools Help

N "

Add Extract Test Copy Move Delete Info

| Computer\

Name Total Size Free Space Type Label File System Cluster Size
G 239110975488 48490041344 Fixed NTFS 4096
- D: 10002020392.. 126629314560 Fixed NTFS 4096
— E 500 104 687616 34636419072 Fixed NTFS 409

aa B Removable I
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Please note that if you have a DVD or CD, it will show as the image below, with the type being CD-
ROM or DVD. The remainder of the steps will still be relevant as you’re encrypting the folder and not
the media device.

Bz Computer\
File Edit View Favorites Tools Help

G wm v o) w ¥ 0

Add BExract Test Copy Move Delete Info

Computer\
Total Size Free Space Type Label
499513245696 308 294 696 960 Fixed
2000396 7426.. 15982535802... Fixed New Volume
CD-ROM

5. Please note, in the screenshots for the remainder of the guide there may be a folder called System
Volume. Please ignore this folder as it should appear on some media devices, but it is nothing to be
concerned about.

You will be taken to the screen below. In this case, our folder is labelled Centre XXXXX. If you right
click on the folder, a menu will appear. Click on 7-Zip, then click on Add to archive.

G:\
File Edit View Favorites JTools Help

b = v P = X {

Add Extract Test Copy Move Delete Info

; ‘.. G:\
Name Size Modified Created Comment Folders
DW IN10.01.10 18-A0 201100410 1020
System Volu 7-Zip > Add to archive...
Open Enter Compress and email...
Open Inside Ctrl+PgDn Add to "Centre XXXXX.7z"
Open Inside * Compress to “Centre XXXO(XX.7z" and email
Open Inside # Add to "Centre XXXXXX.zip"
Open Outside Shift+Enter Compress to “Centre X0O0(X.zip" and email
View F3
Edit F4
Rename F2

6. Ascreen will appear with several options. We only need to look at the ones highlighted in red in the
screenshot on the following page.

Ensure that your options match those highlighted in red in the screenshot before doing anything
else. All the other options should be left as default.

Once done, you should not need to change these options again. It is worth checking the first two
media devices you encrypt each day, to ensure the options have not reset.
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Add to Archive X

Archive:
[Centre_Cmd_Joe Bloogs_ 8700C .zip v
Archive format: E Update mode: Add and replace fles /|
Compression level: Path mode: Relative pathnames v
Compression method: v] Options
- Create SFX archive
Dictionary size:
= 2t [[] Compress shared files
Word size: ™ [“] Delete files after compression
Solid Block size:
Encryption
Number of CPU threads: 4 v /4 Enter password:
Memory usage for Compressing: 1MB
Memory usage for Decompressing: 1MB
it to volumes, :
ISpht e btos I [] Show Password
'
Encryption method: AES-256 v
Parameters:
OK Cancel Help

7. Under the Enter password box, type in the corresponding password for the relevant exam series.
A full list of passwords for the current academic year can be found on Centre Services.

For the following example, we used the password TestPassword.
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Add to Archive X
Archive:
|Centre_Ca1d_ Joe Bloogs_ 8700C .zip v ‘
Archive format: zip v Update mode: Add and replace files v
Compression level: Store v Path mode: Relative pathnames v
Compression method: ~ Options
Create SFX archive

Dictionary size: v

[[] Compress shared files
Word size: v Delete files after compression
Solid Block size: !

En ion
Number of CPU threads: 4 v /4 Enter password:

|TestPassword
Memory usage for Compressing: 1MB
Memory usage for Decompressing: 1MB

Split to volumes, bytes:

Parameters:

Show Password

Encryption method: AES-256 .

o] o [

8. Once you’ve checked the password is correct, click OK. You’ll then see a progress bar similar to the

one in the following screenshot.

Please note that if you have a very large media device, this may take some time. Occasionally, even
though it states it is 100% complete, the program may need to do some background progress, so
you may have to wait. When it has been completed, the progress box will disappear.
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37% Compressing

Elapsed time:
Remaining time:
Files:
Compression ratio:

Updating

Centre_Cand_ Joe Bloogs_ 8700C.MP4

9. Once complete, return to the 7-Zip screen, the folder will now appear with a different image. To

00:00:02 Total size:
00:00:03 Speed:
0/1 Processed:

100% Compressed size:

Background

Pause

- O X

1017 M
189 MB/s
384 M
384 M

check if this has been encrypted, simply double click on the new folder. It will ask for a password as
in the image below.

B G

Eile Edit View Favorites Tools Help

= v o = X i

Add Extract Test Copy Move Delete Info

s 3 P
Name Size Modified Created Comment Folders Files
[System Volume Informa...| 2019-04-10 19%:19  2019-04-10 19:19
B Centre 00000 _ 648281074  2019-04-10 20:41  2019-04-10 20:41
Blapsed time: 00:00:03 Total size: B1EM
Remaining time: Speed:
Files: 0 Processed. 0
B Enter password X
Enter password:
I
[ Shaw password
| ok || Coel
Background Pause Cancel
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10. Type the password you used before into the box and it should give you access to the folder. If this is
the case you have successfully encrypted the folder in the media device.

11. Finally, remove the media device as you normally would, by ejecting the USB drive in the My
Computer screen.
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Using 7-Zip to decrypt

This is a step-by-step guide to encrypting a folder using 7-Zip file archiving software.

If you experience any difficulties with encryption, please email our Media Support team at
mediasupport@aga.org.uk. Please include your centre number, component code, and the number of

students for which this issue applies, and details of any steps you have already taken to decrypt the

media.

1. Please ensure that the USB or Media device is plugged into your computer. Then, open 7-Zip File
Manager. You can usually find this on your desktop, but alternatively you can click the Windows
icon in the bottom left of the screen and type 7-Zip in the search bar and then click on 7-Zip File

Manager.

In the 7-Zip screen double click on Computer. If you cannot see Computer, then click on folder with
a green arrow on it. You may need to click this button multiple times until you see the list of items
shown in the image below. The button is highlighted in red circle in the image below.

7-Zip

P m

Add Bdract Test

Eile Edit View Favorites Tools Help

D = X i

Copy Move Delete Info

2 )=

o

ame

[z

] 3
¥ Network
iy,

2. Onceyou’ve done this, double click on the drive you have plugged in. Usually this will have the type
set as Removable

Computer\,

File Edit View Favorites Tools Help

P = v o = X i

Add Extract Test Copy Move Delete Info
| Computer\
MName Total Size Free Space Type Label File System Cluster Size
ia G 239110975 488 48 490041 344  Fixed NTFS 409
aa D 10002020392... 126629314560 Fixed NTFS 4096
— E: 500 104 687 616 34636419072 Fixed NTFS 4096
aF Removable I

AQA Education (AQA) is a registered charity (number 1073334) and a company limited by guarantee registered in

18 of 20

England and Wales (number 3644723). Our registered address is AQA, Devas Street, Manchester M15 6EX.


mailto:mediasupport@aqa.org.uk

3. Double click the device. If a member of the school/college staff has encrypted the whole USB, it will
immediately ask you for the password. To access to this, please go to the Associate Extranet under
Library where you will find the centre password list. Type the relevant password for the series to

access the files.

4. Type the password and it will open the device. At this stage it will give you access to the media. You
can either double click the file(s) to view them or you can save a copy to your PC.

If the folder opens without a password, 7-Zip will instead allow you to view the files, and will ask for
the password when you open one of them. You don’t need to type this in again as long as you keep
7-Zip open for each centre. It will appear like the screen below.

Name

B Centre XXX

Blapsed time: 00:00:02 Total size: G1EM
Remaining time: Speed.
Fles: o Processed: o
Corpreadon k- Enter password ) ™
Enter password:
[[] Show password
Cance
Background Pause Cancsl
5. Tosave acopy to your PCright click the folder, and click on Copy To.
[@a G:\Centre XXX T2\
File Edit View Favorites Tools Help
(=]
b owm v o ow X 3
Add Extract Test Copy Move Delete Info
2 |8 Gi\Centre XOXKX.72\
Name Size Packed Size Modified Attributes CRC
D, CCLon0.T 648 280816 2019-04-10 20:32 D 4D9003C2
Open Enter
Open Inside Ctrl+PgDn
Open Inside *
Open Inside #
Open Outside Shift+Enter
View F3
Edit F4
Rename F2
Copy To... F5
Move To... F6
Delete Del
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6. The screen below will appear. Then click on the ellipsis icon highlighted in red, followed by
Desktop, then on OK. Then click OK again. This will create a copy of the whole folder to your

desktop.
Browse For Folder X

Copy to:
!G:\ 2
Folders: 1 (666 980 523 bytes ) [ Desktop "
G:\Centre XXOXKX. 72\ @ Onebrive
Centre JOOO0O0, a

B This PC

1 Libraries

- CENTRE XXXX (G:)

> wa USB Drive (F:)
¥ Network W
com [ e o

7. When complete, the dialogue box will close.

8. Toview these files, minimise all your other programs then locate the new folder on your desktop
with the same name as the folder you have just accessed. In the example case it would show Centre
XXXXX.

9. You can then disconnect the device as you normally would with full access.
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